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TTomutHKa

¥Oro-BocTounoro ynpapnenus MHHHCTepCTBa 00pa3oBaHus U Hayku Camapckoit
00671acTH B OTHOINEHHH 00PabOTKH MEPCOHATBHEIX TaHHBIX



1. OBHIUE IHOJIOKEHUSA
1.1. TepmuHbl U onpeeaeHUs

IlepcoHajibHBIE JaHHBIE - TF00as HHPOPMAIIHS, OTHOCAIIASACS K TPSIMO HJIH KOCBEHHO
ONPEICICHHOMY WJIU OmpeaeaseMoMy (GU3HYEeCKOMY JUIY (CyOBEKTY IMepCOHAIBHBIX
JTAHHBIX ).

OmnepaTop - ToCcylapCTBEHHBIH OpraH, MyHHUIHMIAJIbHBINA OpraH, IOPUIUYECKOE WM
dbusznyeckoe JIMIO, CaAMOCTOSITEIBHO WM COBMECTHO C JIDYTUMH  JIMIIAMH
OpraHusyloume u (Win) ocytlecTBISonre 00padoTKy MepCOHABHBIX TaHHBIX, a TAKKE
OTIpEJIeIISIIONINE e O00pabOTKH TMEPCOHATBHBIX JAaHHBIX, COCTaB IEPCOHAIBHBIX
JAHHBIX, TMOJIekKaMX o0paboTke, neWcTBHUs (Olepanuu), COBEpIIAEMbIE C
MEePCOHATBLHBIMU JJAHHBIMU.

OOpaboTka mepcoHAJIBLHBIX JAHHBIX - J100oe jeiicTBue (omepainus) WU
COBOKYIIHOCTb JEHCTBHIl (omepaiuii), COBEpIIAEMbIX C HCIHOJb30BAaHUEM CPEICTB
aBTOMATU3ALMU WM 0€3 UCHOJIb30BaHUS TaKUX CPEACTB C MEPCOHAIBHBIMU JTaHHBIMU,
BKIItoUasi cOOp, 3amuch, CHUCTEMATHU3AlMIO, HAKOIUJICHHE, XpaHEHHWE, YTOYHECHHE
(0OHOBIIEHME, U3BMEHEHHE ), U3BJICUEHUE, UCIIOJIB30BAHUE, Nlepeaady (pacnpocTpaHeHHe,
IpPEeI0CTaBIEHUE, JOCTYI), 00€3IMYMBaHNE, OJIOKMPOBAHUE, YJAJICHUE, YHUUTOXKEHUE
NEPCOHAIBHBIX JaHHBIX.

ABTOMATH3MPOBaHHAsi 00pa0dOTKA MNEPCOHAJBHBIX [JaHHBIX - 00paboTka
MEePCOHATBHBIX JIAHHBIX C TTOMOIIBLIO CPEJICTB BHIUUCIUTEIIBHON TEXHUKHU.

PacnpocTrpaHeHue 1epCOHAJIBHBIX [JAHHBLIX - JICMCTBUS, HAIpPaBJICHHBIE Ha
PACKpPBITHE MIEPCOHAIBHBIX JAHHBIX HEOIPEIECIEHHOMY KPYTy JIULL.

IIpenocraBieHue NepCcOHANBbHBIX AAHHBIX - JICHCTBUS, HAIPABJICHHBIE HA PACKPBITHE
MIEPCOHAIBHBIX JTAHHBIX ONPEAECICHHOMY JIMIYy WIH ONPEAEICHHOMY KPYTY JIUII.

biokupoBaHue NePCOHAJBHBIX JAHHBIX - BPEMEHHOE IIpPEKpallicHHe 00pabOTKH
MEPCOHANILHBIX JTAHHBIX (32 MCKJIIOYEHUEM CIy4yaeB, eciau oOpaboTka HeoOXoauma Jjist
YTOYHEHUS MePCOHABHBIX JIAaHHBIX ).

YHHUYTOXKEHHE TEPCOHAJBbHBIX [AaHHBIX - JIEUCTBHUS, B PE3YJbTaTe€ KOTOPHIX
CTAHOBUTCSI HEBO3MOXXHBIM BOCCTAHOBUTH COAEPKAHHUE IMEPCOHAIBHBIX JAHHBIX B
WH()OPMAITMOHHONW CUCTEME MEPCOHAIBHBIX JAHHBIX W (W) B PE3yibTaTe KOTOPHIX
YHHAUTOXKAKTCS MaTEpUAIbHbIE HOCUTEIMN NTEPCOHAIBHBIX TaHHBIX.

Oo0e3iMunBaHue MNEPCOHANBHBIX MJAHHBIX - JIEHWCTBUSA, B PE3YJIbTATE€ KOTOPBIX
CTAHOBUTCSL HEBO3MOXHBIM 0€3 MCIOJb30BaHUS JOINOJHUTENBHON HH(OpMaLUu
ONPENEIUTh MPUHAMIEKHOCT TEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
IIEPCOHAJIBHBIX TAHHBIX.



NudopmanuonHasi cucTeMa MNEPCOHAJIBHBIX [aHHBIX -  COBOKYIHOCThb
colepKalmxcsa B 0a3ax JIaHHBIX MEPCOHAJBHBIX JTAHHBIX U O0ECHEYMBAIOIIUX MX
00paboTKy MH(POPMAITMOHHBIX TEXHOJIOTHUH U TEXHUUECKUX CPE/ICTB.

TpancrpanuuHas mnepefaya NEPCOHATBHBIX HaHHBIX - IMEepelada IMepPCOHAIbHBIX
JAHHBIX HAa TEPPUTOPHUI0 MHOCTPAHHOTO TOCY/IapCTBa OpPraHy BIACTH MHOCTPAHHOIO
rocyJapcrBa,  HMHOCTPAHHOMY  (PU3MYECKOMY  JIMIy HWJIA  HHOCTPAHHOMY
IOPUIUYECKOMY JTUILY.

1.2. Ha3naueHue u IMpaBOBasA OCHOBA JOKYMCHTA

[Tonmutuka IOro-BocroyHoro ympaBieHuSI MUHUCTEPCTBa OOpa3OBaHUS U HAYKU
Camapckoii 061acTi B OTHOILICHHM TEPCOHAJBHBIX AaHHBIX (naynee — [lomuTHka)
ONpejensieT CHCTEMYy B3IJIIIOB Ha mpobiieMy obecrieueHus: 0e30MacHOCTU
NEPCOHAJIBHBIX JaHHBIX M MPEJCTABISIET COOO0H CHUCTEMATU3UPOBAHHOE H3JI0KEHUE
Hesiel U 3a1a4 3alluThl, KaK OJHO WM HECKOJIBKO MpaBWIl, IPOLELYP, TPAKTUUECKUX
IPUEMOB U PYKOBOJSIIMX HNPUHLHUIIOB B 00JaCTH MH(POPMALMOHHON OE€30MacHOCTH,
KOTOpeIMU  pykoBojcTByercss  IOro-BoctouHoe — ympaBieHHME  MHHHCTEPCTBO
obOpazoBanusi U Hayku Camapckoit oonactu (namee — FOBY MOuH CO) B cBoeit
JESTENbHOCTH, a TaKKe OCHOBHBIX TMPUHIIUIIOB IOCTPOCHHS, OPTraHU3allMOHHBIX,
TEXHOJIOTUYECKHX M  MPOLEAYPHBIX AacHeKToB oOecrneueHus 0e30MacHOCTH
MEPCOHANBHBIX JTaHHBIX.

3akoHOmaTebHOM OCHOBOM Hactosimed Ilomutuku sBistorcs  Konctutynus
Poccuiickonn ®epepanun, ['paxxkmanckuii, YTOJnOBHbIM U TpyAoBOM KOHEKCHI,
Oenepanbabiii 3akoH oT 27.07.2006 Ne 152-®3 «O mnepCOHANBHBIX MTAHHBIX,
3aKOHBI, YKa3bl, TOCTAHOBJICHUS, APYTU€ HOPMATUBHBIE JOKYMEHTHI JIEUCTBYIOIIETO
3akoHoaarenbcTBa Poccuiickoit denepannu, nokymeHTel ®CTOK 1 ®Cb Poccun.

Ucnons3oBanne panHOM IlomuTMkM B KayecTBE OCHOBBI IS TMOCTPOCHUS
KOMIUIEKCHOW CUCTEMbl MH(POPMAIMOHHON O0€30MacHOCTH MEPCOHAIBHBIX JTaHHBIX
IOBY MOwuH CO no3BosMT ONTUMU3APOBATH 3aTPaThl HA €€ TOCTPOCHHUE.

IIpu paspabotke [lonUTUKM YYUTHIBAIMCh OCHOBHBIE MPHUHIMIIBI CO3/aHUS
KOMILJIEKCHBIX CUCTEM oOecriedeHus: 6€30MacHOCTH MH(pOpMaLuK, XapaKTEPUCTHKHU U
BO3MOXXHOCTH OPTaHU3alMOHHO-TEXHUYECKUX METOJIOB U COBPEMEHHBIX aIllapaTHO-
OPOrPaMMHBIX CpPEICTB 3allUThl W TPOTUBOACHCTBUS yrpo3aM O€30MacHOCTU
uH(popMaIuu.

OcHoBHbIe mOJNOKeHUs [lonmuTuku Oa3upyrOTCs HAa KAueCTBEHHOM OCMBICICHUU
BONPOCOB 0€30I1aCHOCTH MH(POPMALMH U HE 3aTParuBaroT BOIIPOCOB SIKOHOMUYECKOTO
(KONMMYECTBEHHOI0) aHajiu3a PHUCKOB W OOOCHOBaHUS HEOOXOJMMBIX 3aTpaT Ha
3aIUTy UHGOPMALIHH.

2. OBBEKTHI 3ALINTHBI
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OCHOBHBIMM OOBEKTaMHU CHCTEMBI 0€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX B KOBY
MOwuH CO saBasrorcs:

- uH(OpPMaAIMOHHBIE PECYypChl C OrPaHUYECHHBIM JOCTYIIOM, COJEpKallue
NEPCOHAILHBIC JIAHHBIE;

- mpomecchl  00pabOTKM  NEPCOHAIBHBIX  JaHHBIX B  HMH(OPMAIIMOHHBIX
cucteMax nepcoHanbHbix AaHHbix OBY MOuH CO, wunHdopmanuoHHbie
TEXHOJIOTUU, PETJIaMEHThl U MpOoUEeAyphl cOopa, 0OpabOTKH, XpaHEHUs] U TEepeaaydn
uHpopMmaruu,

nepcoHan  pa3pabOTYMKOB U MOJb30Baresied  MHOOPMAIMOHHBIX  CHUCTEM
U

oOcy>KuUBaroUUi epcoHal HHPOPMALIMOHHBIX CUCTEM;

- uHpopManuoOHHas UHQPPACTPYKTypa, BKIIOYAIOLIAs CHCTEMbl O00pabOTKU U
aHaiM3a  MHQOpMAlMM, TEXHUYECKME U  MpPOrpaMMHBIE  CpEICTBAa €€
00paboTKH,

nepesaud M OTOOpaKeHHsl, B TOM 4YHCJIE KaHaibl HMH(OPMAaLMOHHOIO OOMEHa M
TEICKOMMYHHUKAIIMU, CHUCTEMBI M CPEACTBAa 3alIUThl HH(POpPMAIHH, OOBEKTHI
u

MIOMENICHUS, B KOTOPBIX PpACIOJOKEHbl TEXHUYECKUE CpEACTBa 00pabOTKH
MEPCOHANBHBIX JaHHBIX.

3. HOEJMN U 3AJAYU OBECIIEYEHHMA BE3OITACHOCTHU
HEPCOHAJIBHbBIX TAHHBIX

3.1. HWutepechl 3arparuBaeMbiX CyOBEKTOB HMH(POPMAIMOHHBIX  OTHOIIECHUN
CyObektamMmyu WHGOPMAIIMOHHBIX OTHOIICHUNW TP OOeCreueHUn OE30MacCHOCTH
nepcoHanbHbIX JaHHbIX FOBY MOuH CO sBnstoTcs:

- FOBY MOuH CO, xak co6cTBeHHUK HH(POPMAIIMOHHBIX PECYPCOB;

- pykoBojmctBO U corpyanukun IOBY MOwuH CO, B coorBeTcTBUHM C
BO3JIO’KCHHBIMU Ha HUX (PYHKITUSMU;

- rpaxpnaHe Poccuiickonn ®denepanyu, TrpakJaHe HHOCTPAHHBIX TOCYAApCTB U
auua 0e3 rpaKIaHCTBa, KOTOPBIM OKa3bIBAIOTCSI TOCYJApPCTBEHHBIE YCIYTH B cdepe
o0pa3oBaHUs.

[TepeunciieHHble CyOBEKTHI HMH(POPMAIMOHHBIX OTHOIICHWH 3aMHTEPECOBAHBI B
00€eCIICUEeHUH

- CBOEBPEMEHHOI'0 JIOCTYNa K HEOOXOAMMBIM MM MEPCOHAIBHBIM JaHHBIM (MX
JOCTYITHOCTH);

- AJOCTOBCPHOCTH (HOHHOTBI, TOYHOCTH, aZICKBAaTHOCTH, I_ICJ'IOCTHOCTI/I)
IICPCOHAJIBHBIX NAHHBIX;

- KOH(UICHIMAIBHOCTHU (COXpAHECHHS B TallHE) MEPCOHAIBHBIX JIAHHBIX;



- 3allUTBI OT HAaBA3bBIBAHHMA MM JIOXKHBIX (HG,ZIOCTOBGPHLIX, I/ICKa)KCHHBIX)
IMCPCOHAJIBHBIX TAHHBIX]

- pasrpaHHyY€HUs] OTBETCTBEHHOCTH 3a HapylleHUs UX IMpaB (MHTEPECOB) U
YCTAHOBJICHHBIX MPaBUJI 00OpaIIeHUS C MEPCOHATBHBIMU JIAHHBIMU;

- BO3MOYHOCTH OCYILIECTBJIICHUS HENPEPBIBHOIO KOHTPOJS W YNPABJICHUSA
npoueccamy 00padOTKU U NIEpeJauy IEPCOHANbHBIX JaHHBIX;

- 3amUTHI IEPCOHAITBHBIX JAHHBIX OT HE3aKOHHOT'O PacIpOCTPAHCHHSI.
3.2. llenu 3amuTh

OcCHOBHOII 11€J1b10, Ha TOCTHKEHUE KOTOPOU HAMpaBIIEHbI BCE MOJIOKEHUST HACTOSIIIEH
[Tonutuku, sBAsSieTcs 3amuUTa CyOBEKTOB HH(OpMaMoHHBIX oTHOIeHu FOBY
MOuH CO oT BO3MOXHOIO HAHECEHHS UM MaTepuajIbHOro, (U3HUYECKOro,
MOPaJIBHOTO WJIM MHOTO yIepOa, MOCPEACTBOM CIIYYaHOTO WM MPETHAMEPEHHOTO
BO3/ICICTBUSI HAa TEPCOHAJbHBIC JAHHBIC, UX HOCHUTENIM, MPOIECChl 00pabOTKU U
nepeaavu.

VYkazanHas Oejib  JOCTUIaCTCA  IIOCPCACTBOM oOecricyeHUss W  ITOCTOSTHHOTO
nmoaacp Kanus CICAYIOINX CBOMCTB IMEPCOHAJIBHBIX TaHHBIX!

- JIOCTYITHOCTM II€PCOHAJIBHBIX JAHHBIX JUI  JIETAJIBHBIX  I0JIb30BaTENICH
(ycToitunBoro (yHKUMOHHPOBAHUS MHPOPMAIIMOHHBIX CHCTEM , 1P KOTOPOM
I10JIb30BATENIN UMEIOT BO3MOKHOCTh MIOJIYYECHUS HEOOXOUMBIX
NEPCOHAIBHBIX JAHHBIX M PE3yJbTaTOB PEUICHUS 3aad 3a MPUEMIIEMOE ISl HHMX
BpeMsi);

- IEJOCTHOCTU W ayTeHTUYHOCTH (MOATBEP)KICHUE aBTOPCTBA) MEPCOHATBHBIX
JAHHBIX, XPaHUMBIX U oOpabaThiBaeMbIXx B HWH(MOpPMAIMOHHBIX cucrtemax IOBY
MOwuH CO u nepenaBaeMoi 1o KaHajiam CBS3U;

- KOHQUACHIMAIBHOCTH - COXPAaHEHHUS B TalHE ONPENEICHHOM YacTu
NEPCOHANBLHBIX TAHHBIX, XPAHUMBIX, 00pabaThIBAEMBIX U MEpPeaBaeMbIX MO0 KaHaJlaM
CBSI3H.

HeoOxoaumblii  ypoBEHb JTOCTYIMHOCTH, IEIOCTHOCTH M KOH(UIEHIMATHLHOCTU
MIEPCOHAJILHBIX IAHHBIX 00ECMEYNBACTCS COOTBETCTBYIOITUMU MHOXECTBY 3HAUYNMBIX
YIpO3 METOJIAMU U CPEICTBAMM.

3.3. OcHoBHBIC 3aJaud CHUCTEeMbl oOecrieueHuss O€30MaCHOCTH TEPCOHATBHBIX
JAHHBIX.

JIns MOCTHKEHHUS! OCHOBHOM 1€ 3alUThl M OOECIeUeHUs] YKa3aHHBIX CBOWCTB
MEepPCOHAIBHBIX JaHHBIX CHCTeMa oOecrnedeHus WH(MOPMAIIMOHHOM OE€30MacHOCTH
IOBY MOuH CO nomxna o6ecrieunBaTh 3QPEKTUBHOE PEIICHUE CISAYIONINX 3aa4:

- CBOEBPEMEHHOE BBISBJIICHHE, OLIEHKAa W MPOTHO3WPOBAHUE HCTOYHHMKOB YIpO3
UH(OPMAIITMOHHON 0€30MaCHOCTH, MPUYUH U YCIOBUHM, CIOCOOCTBYIOLIUX HAHECEHUIO



yuepba  3aMHTEPECOBaHHBIM  CyOBEKTaM  MHQOPMAIMOHHBIX  OTHOLIEHMH,
HapyILICHUIO
HOpMaJbHOTO (PyHKIIMOHHpOBaHU HHPopMarroHHeix cuctem FOBY MOwuH CO;

- CO3JaHHC MCXaHH3Ma OIICPATUBHOI'O pearupoBaHuA Ha YI'PO3bI
Oe3omacHoCTH I/IH(l)OpMaHI/II/I N HCTATUBHBIC TCHACHIINHU,

- CO3JaHUC YCIOBUU JII MUHHMH3AIMU W JIOKAJIHM3aIlMd HAaHOCHMOTO yiepoa
HEIPaBOMEPHBIMU JIEVCTBUSMU bu3HIecKuX 5 IOPUIUICCKUX JINIL,
ocJiadyieHue

HEraTUBHOTO BJIUSHUA u JINKBUIALIUS [IOCJIEACTBUI HapyIICHUS
0€30IacHOCTH
uHpopManmy;
- 3aIIUTY oT BMEIIATEIHLCTBA B poriecc (YHKITMOHUPOBAHUS

unpopmarmonnsix  cuctem  FOBY MOuH CO nocroponnux — snmi  (qoctym
K

UH(OPMAIIMOHHBIM pEecypcaM JOJDKHBI HMMETh TOJBKO 3aperUCTPUPOBAHHBIE B
YCTaHOBJICHHOM IOPSIIKE TOJIb30BATEIHN);

- pasrpaHuYeHHE JO0CTyla IMOojb30BaTelied K HMHPOPMALMOHHBIM, amnmapaTHBIM,
nporpaMmmMHbiM U UHBIM pecypcam FOBY MOuH CO (BO3MOKHOCTB OCTYIIa TOJIBKO
K TEM pecypcaM M BBIIOJHEHUS TOJBKO TE€X OINEpaludidi C HUMH, KOTOPBIE
HEOOXOIUMBbl KOHKPETHBIM TOJIb30BATENISIM JIJII BBITIOJIHEHHS] CBOMX CITY>KEOHBIX
0053aHHOCTEM ), TO €CTh 3aIIUTY OT HECAHKIIMOHHUPOBAHHOT'O JOCTYIA;

- olecrnieyeHue ayTEeHTHPUKAIUH II0JIb30BATEIIEH, y4aCTBYIOLIUX B
UHPOPMAITMOHHOM OOMeHe (MIOATBEpXKICHUE MOJJUHHOCTH OTHpPAaBUTENS U
[OJIy4aTess

uH(popmanun);

- 3alUTY OT HECAaHKIMOHUPOBAHHOW  MOAMGUKAIIMM  HCIOIB3YEMBIX B
unpopmarmonnor cucrteme IOBY MOuH CO mnporpammHBIX CpeicTB, a Takxke
3alIUTy CHCTEMBbI OT BHEAPEHUS HECAHKIMOHHPOBAHHBIX MPOTPaMM, BKIIIOYAs
KOMIIBIOTEPHBIC BUPYCHI;

- 3alIUTy I/IH(i)OpMaI_[I/H/I OI'PaHUYCHHOI'O IIOJIb30BaHUA OT YTCUKH IIO
TCXHHUYCCKHUM KaHaJlaM IIpU €€ 06pa60TI<e, XPpaHCHUHU U IICPCAavC 110 KaHallaM CBA3U.

3.4. OCHOBHBIE MYTH PELICHHUS 33]1a4 CUCTEMBI 3aIIUThI

IlocTaBiaeHHBIE OCHOBHBLIC OCJIn 3allUThl U PCIICHUC IMCPCUMCIICHHBIX BBIIIC 3aJa4
JOCTHUI'aXOTCA:

- CTPOTMM Yy4Y€TOM BCE€X TMOJICKAIIUX 3allUTe PECYpcoB HH(POPMAIIMOHHOM
cuctrembl FOBY MOuH CO (undopmanmu, 3amad, TOKYMEHTOB, KaHAJOB CBS3H,
CEPBEPOB, AaBTOMATU3UPOBAHHBIX PAOOUUX MECT);



- KypHaJIMPOBaHUEM necTBuit nepcoHaa, OCYILIECTBIISIOLIETO
00CITy>)KUBaHUE u MOIU(PUKAITIIO IPOTPaMMHBIX u TEXHUYECKHX
CpeACTB

MH(GOPMALIMOHHON CUCTEMBI;

- TOJHOTOM,  peajbHOU BBITIOJTHUMOCTBIO u HEMPOTUBOPEYMBOCTHIO
TpeOOBaHMIT OpraHU3aIMOHHO-pacnopsAauTeNbHbIX AokymeHToB FOBY MOuH CO
o

BOIpocaM obecreueHus: 6e30MacHOCTH HH(OPMALINK;

- TOJArOTOBKOM  JIOJDKHOCTHBIX JIMII  (COTPYJHHUKOB), OTBETCTBEHHBIX 3a
OpTraHU3aLII0 U OCYILIECTBIICHUE NPAKTUYECKUX MEPONPUITUN o
o0ecreueHuno

0€30IaCHOCTH MEPCOHANIBHBIX TAHHBIX U MPOLIECCOB UX 00PaOOTKH;

- HaJCJICHUEM KaXXJI0TO COTpYIHHUKA (monp30BaTes) MHUHUMAJIbHO
HEOOXOMUMBIMU JIJI BBIMIOJHEHUS MM CBOMX (YHKIMOHAIBHBIX OO0S3aHHOCTEH
MOJIHOMOYHUSIMH 110 JOCTyny K uHbopmarmoHusiM pecypcam FOBY MOuH CO;

- YCTKHMM 3HAHHCM KW  CTPOIHUM CO6J'IIOI[€HI/ICM BCCMH  ITOJIB30BaTCIIIMU

UH()OPMAITMOHHBIX CHUCTEM IOBY MOwuH CO TtpeboBanmii
OpTraHu3allMOHHO-

pacnopsiANTEIbHBIX JIOKYMEHTOB o BOIIpOCaM o0ecrieyeHus
0€301acHOCTH

uH(popmanuu;

- MEepPCOHAIBHOW OTBETCTBEHHOCTBHIO 3a CBOM JICUCTBUS KaXJOTO COTPYIHUKA,
B pamMKax CBOUX (YHKIMOHAJIBHBIX OOS3aHHOCTEH WMEIOIIET0 JIOCTYyN K
uHpopmarmonasiM pecypcam FOBY MOuH CO;

- HEMpEepBIBHBIM  MOJJIEPKAHUEM  HEOOXOJIMMOTrO ypOBHA  3alIUIICHHOCTU
aneMeHToB nHpopMannonHoi cpeast FOBY MOuH CO;

- TIpUMEHECHHEM (PU3NUECKUX U TEXHUYECKHX (IMPOrpaMMHO-aIMapaTHHIX)
CpPEICTB 3alllUTBl PECYpPCOB CUCTEM W HEOPEPHIBHOM  aJMUHHUCTPATUBHOMN
MTOJIJICP>KKOMN

VX UCIIOJIb30BaHUS;

- 3¢ deKTUBHBIM KOHTPOJIEM Ha/l coOIIroICHUEM MOJIb30BATEIISIMU
UH(DOPMAITMOHHBIX pecypcoB FOBY MOwuH CO tpeboBanuit o
obecreueHunto

6e3onacHocTH UH(pOpPMAITUK;

- ropuauyeckoi 3ammToil uHTepecoB FOBY MOuH CO npu B3auMoneincTsuu ¢
BHEIIIHUMHU OPTaHU3alUsIMH (CBSI3aHHOM C OOMEHOM TMEPCOHAIBHBIMHU JTaHHBIMU) OT
MPOTUBONPABHBIX JEHUCTBUMA, KaK CO CTOPOHBI JTHUX OpPraHU3alud, TaK W OT
HECaHKITMOHUPOBAHHBIX JEHCTBUN 00CITYKMBAIOIIETO MEPCOHANA U TPETHUX JIHII.



4.  OCHOBHbBIE ITPUHIUIIBI IIOCTPOEHNA CUCTEMbI BE3OITACHOCTH
ITEPCOHAJIBHbIX JTAHHBIX

[TocTpoenue cucteMbl oOecrieueHHsi 0€30MaCHOCTH MEePCOHANbHBIX JaHHbIX FOBY
MOuH CO, u ee GpyHKIIMOHUPOBAHUE JOHKHBI OCYHIECTBISTHCA B COOTBETCTBUU CO
CJIEIYIOIMMU OCHOBHBIMH MPUHIIATIAMH:

3aKOHHOCTb;
- CHCTEMHOCTb;

- KOMIUICKCHOCTb;

- HENpPEepBIBHOCTB;

- CBOEBPEMEHHOCTb;

- MPEEeMCTBEHHOCTbH U HEMPEPHIBHOCTH COBEPIICHCTBOBAHNS;

- pa3yMHas I0CTaTOYHOCTh (IKOHOMHUYECKAs 11e71eCO00pa3HOCTh);
- MepCcOoHabHAs OTBETCTBEHHOCT;

- MUHUMH3ALUS TOJTHOMOYHH;

- HCKJIIOYEHHUE KOH(DINKTAa HHTEPECOB;

- B3aWMOJIEHCTBHEC U COTPYAHHYECTBO;

- TUOKOCTH CUCTEMBbI 3aIIUTHI;

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIIIUTHI;

- MPOCTOTa MPUMEHEHHUS CPEACTB 3aIUTHI,

- 00OCHOBAaHHOCTb U TEXHUYECKAsI PEAIN3yEeMOCTh;

- crnenuanuzaiys u npodeccuoHaIn3M;

- 00s13aTeIbHOCTH KOHTPOJIS.

4.1. 3aKOHHOCTH

[Ipeamnonaraer OCYyIIECTBICHUE 3aIUTHBIX MEPOIPHUSATHNH U Pa3pabOTKy CUCTEMBI
Oe3omacHocTH mnepcoHaNbHBIX AaHHbIX FOBY MOuH CO B cooTBeTCTBHM C
JNEUCTBYIOIIUM 3aKOHOJIATEJIbCTBOM B OOJIACTH 3aIlIUTHl MEPCOHAJBHBIX JAaHHBIX, a
TaK)Ke JPYrux 3aKOHOJATEIbHBIX aKTOB MO Oe3omacHoct uHopManuu PD, c
NPUMEHEHUEM BCEX JO3BOJICHHBIX METOJOB OOHApYyXEHUS U  MPeceUeHUs
IpaBOHAPYIICHUH TIpU paboTe C NEepPCOHAIBHBIMU JaHHBIMU. [IpUHSATBIE MeEpHI
0€30IMaCHOCTH TEePCOHAJBHBIX JIAHHBIX HE JIOJDKHBI TMPENATCTBOBATH JOCTYITY
MIPAaBOOXPAHUTEIBHBIX OPTAHOB B IPEAYCMOTPEHHBIX 3aKOHOIATENIBLCTBOM CIy4YasiX.



Bce nmonw3oBarenu undopmainmonnoi cucrembl FOBY MOuH CO  nomkxHBI MMETh
npejcTaBiieHne 00 OTBETCTBEHHOCTH 3a IIpaBOHAPYIICHHS B 00JIaCTH 00paOOTKH
MePCOHALHBIX TAHHBIX.

4.2. CuUcCTeMHOCTH

CucTteMHBIN TIOJIXOJT K TIOCTPOCHHIO CHCTEMBI 3amuThl nHMopmaruu B FOBY MOuH
CO nmpenmonaraeT yderT BCEX B3aUMOCBSI3aHHBIX, B3aHUMOJCUCTBYIOIIUX H
U3MEHSIOIUXCSI BO BPEMEHH DJIEMEHTOB, YCJIOBUH U (AaKTOPOB, 3HAUMMBIX JJIs
NOHUMAaHUS M penieHus mnpodsieMbl oOecriedeHus: 0e30MacHOCTH TEPCOHATBHBIX
JAHHBIX.

[Ipu co3manuu CUCTEMBl 3alUThI JOJKHBI YYUTHIBATHCA BCe cllabble W HauOosee
ysi3BUMBbIe MecTa nHpopmaimonHoi cucremsl FOBY MOuH CO, a takxke xapakrep,
BO3MOXHBIE OOBEKTHI W HAIPaBJICHUS aTaK Ha HEE CO CTOPOHBI HapyIIUTENeH
(0cOOEHHO BBICOKOKBATU(PHUITMPOBAHHBIX 3J0YMBINIIEHHUKOB). CHcTemMa 3aluThl
JOJKHA CTPOUTHCS C YUETOM HE TOJBKO BCEX M3BECTHBIX KAHAJIIOB IPOHUKHOBEHUS U
HECAaHKIIMOHUPOBAHHOTO JOCTyna K HHGPOPMAIMH, HO U C YYETOM BO3MOKHOCTU
MOSIBJICHUS] TPUHIIUITHAIIBHO HOBBIX MTyTEH peain3aiuu yrpo3 0€30MacHOCTH.

4.3. KoOMIUIEKCHOCTh

KommiekcHOe MCoJIb30BaHHE METOAOB U CPEICTB 3aIUTHl KOMIBIOTEPHBIX CHCTEM
IIPEAIIOJIaraeT CorjJacoBaHHOE NMPUMEHEHUE PA3HOPOIHBIX CPEJICTB IIPU IMOCTPOCHUHU
LEJIOCTHOM CHUCTEMBI 3alllUThl, NEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAYMMEIE)
KaHaJIbl pealTu3aliy YIpo3 U HE CoJIepKalllel cladbIX MECT Ha CThIKAaX OTNIEIbHBIX €€
KOMIIOHEHTOB. 3allliTa JOJDKHA CTPOUTHCS HUICJIOHMPOBAHO. BHemiHss 3ammra
JOJDKHA —oOecrieunBaThCsl  (PU3MYECKUMH  CPEICTBAMH, OpPraHU3AIlMOHHBIMU U
IIPaBOBBIMU MEPAMHU.

4.4. HenpepbIBHOCTH 3aITUTHI

ObecneueHre 0€30MACHOCTU MEPCOHAIBHBIX JAHHBIX - MPOLECC, OCYIIECTBISEMBIM
pykoBoactBom KOBY  MOuH CO, anpvmunmHcTpatopamMu  0€30MaCHOCTH
MH(POPMAIITMOHHON CUCTEMBbI U COTPYJHUKAMHU BCEX YpOBHEH. DTO HE TOJBKO U HE
CTOJIBKO MpOLIEypa WM IOJUTHKA, KOTOpas OCYLIECTBISETCS B ONPEIACICHHBIN
OTPE30K BPEMEHU WJIM COBOKYITHOCTH CPEJICTB 3aLIUTHI, CKOJBKO IIPOLIECC, KOTOPBIN
JOJDKEH MOCTOSTHHO MATH Ha BCEX YPOBHSX BHYTPH M KaXIbld COTPYIHHK JIOJKEH
OpUHUMATh ydYyacTHE B 3TOM mporecce. JlesTenbHOCT MO 0OECHeueHuro
UH(OPMAIIMOHHONW 0€30MacHOCTH SIBJIAETCS COCTABHOM YacThiO IOBCEIHEBHOM
nestenbHocTH. W ee 3PQGeKTUBHOCTh 3aBHCHUT OT Yy4YacTUsl PYKOBOJCTBA B
obecrnieyeHUr MHPOPMAITMOHHON 0€30MTaCHOCTH MEePCOHATBHBIX TAHHBIX.

Kpome Toro, OONBIIMHCTBY (U3MUECKUX W TEXHHUYECKUX CPEJCTB 3allUTHI IS
(¢ (PEeKTUBHOTO  BHITIOJIHEHHUS  CBOMX  (QYHKIUNA  HEOOXoAWMa  MOCTOSHHAsS
opraHu3alMoHHas (aAMHHHUCTpATHBHAs) TMOAJIEPKKAa (CBOEBpEMEHHasi CMEHa U
oOecrieueHne  TMPaBUJIBHOTO  XpaHEGHWS W TNPUMEHCHHUS WMEH, I1apOJICH,
TIepeorpeieIICHHE TIOJTHOMOYNH U T.11.). [lepepbIBBI B paboTe CPEICTB 3alTUTHI MOTYT
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OBITh MCTOJIB30BAHBI 3JIOYMBINIJICHHUKAMH JJIsl aHAJIM3a MPUMEHSIEMBIX METOAOB U
CPEICTB 3allWUThl, JJIs BHEAPEHUS CIEUUATbHBIX IMPOrPAMMHBIX M anlapaTHBIX
"3aK1a10K" ¥ APYTUX CPEICTB MPEOI0TICHUS 3aIUTHI.

4.5. CBOEBpEMEHHOCTb

[Ipenmnonaraer ympexmarmmil xapaktep Mep oOecredeHHs Oe30MacHOCTH
NEPCOHAIBHBIX JaHHBIX, TO €CTh IIOCTAaHOBKY 3a1a4 10 KOMIUIEKCHOW 3aIluTe
NEPCOHANBHBIX JAaHHBIX W peanu3aiuio Mep obecredeHus 0e30macHOCTH
NEPCOHABHBIX JAaHHBIX Ha PAHHUX CTAIUAX pa3paboTKu WH(GOPMAIMOHHBIX CUCTEM B
IICJIOM M UX CHCTEM 3alllUThl, B YaCTHOCTH.

Pa3paboTka cucTteMbl 3alIUThl JOJKHA BECTUCH MapajuiebHO € pa3pabOTKoM u
Pa3BUTHEM CaMoOM 3aliuinaeMord WHOOPMAITMOHHONW CUCTEMBI. JTO MO3BOJIUT y4€CThb
TpeOoBaHMsI 0E€30MacHOCTH MPU MPOEKTUPOBAHUU APXUTEKTYpPhl U, B KOHEYHOM
cuere, co3narb Oosiee 3(ddexTuBHBIC (Kak MO 3aTparaM pecypcoB, TaKk M IO
CTOMKOCTH) CUCTEMBI, 00IaIat0II1E IOCTATOYHBIM YPOBHEM 3aIUIIICHHOCTH.

4.6. HpeeMCTBeHHOCTB N COBCPIICHCTBOBAHHNC

HpezlnonaraeT IMOCTOSAHHOC  COBCPIICHCTBOBAHUC MCP MW CpPCACTB  3alIMTHI
MNEPCOHAJIBHBIX JAaHHBIX Ha OCHOBC IIPECMCTBCHHOCTHU OpPraHU3allMOHHBIX U
TCXHHNYICCKHUX pemeHHﬁ, KaapoBOro cCocCTraBa, daHallk3ad (bYHKHI/IOHI/IPOBaHI/IH
I/IH(l)OpMa]_II/IOHHBIX CUCTCM N CUCTCMBI €C 3alllUTHI C YUCTOM U3MEHECHUM

B METOJax M CpeACTBax MepexBara MH(OpPMAIMU, HOPMATUBHBIX TPEeOOBaHUM IO
3aIUTe, JOCTUTHYTOIO OTEYECTBEHHOTO U 3apy0€EKHOr0 OIBITA B ATON 00JIACTH.

4.7. PazymHas 10CTaTOYHOCTh (IKOHOMHUYECKAs 11e71ecO00pa3HOCTh)
[IpeanonaraeT cCOOTBETCTBUE YPOBHS 3aTpaT Ha obecrnedueHne 0€30MacHOCTH

NEPCOHANBHBIX JAHHBIX IIEHHOCTH WH(GOPMAIIMOHHBIX PECYPCOB M  BEIMYUHE
BO3MOXKHOTO yIepOda OT UuX pas3riallieHus, yTpaTbl, YTEUKH, YHUUTOXKCHUS U
uckakeHus. Mcmonp3yemble Mepbl W CpelcTBa oOecrnedeHus 0e30MacHOCTH
UH(OPMAITMOHHBIX PECYPCOB HE JIOJDKHBI 3aMETHO YXYAIIATh JPrOHOMUYECKUE
nokasarenu paboThl KOMIIOHEHTOB MH()OPMAITMOHHOW CHCTEMBI.

4.8. IlepcoHanbHas OTBETCTBEHHOCTh

[Ipenmomaraer BO3JMOKEHHE OTBETCTBEHHOCTH 3a obOecreueHne Oe30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX M CHUCTEMbI MX OOpabOTKM Ha KaXIOTO COTPYJHHKA B
mpejenax ero MoJHOMOYuid. B COOTBETCTBMHM C 3TUM MPUHIIMIIOM PaCIIpPEACIICHUE
mpaB U OO0S3aHHOCTEN COTPYAHHKOB CTPOUTCS TakKuM O0pa3oMm, 4ToOBl B Cilydae
T000TO HApyIIEHUS KPYr BUHOBHUKOB OBLT YETKO W3BECTEH WJIM CBEIEH K
MUHUMYMY.

4.9, MuHuMU3aUMs TOJIHOMOYUIA
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O3HauaeT NPEeNOCTaBICHUE IIOJB30BATENIAIM MHMHMMAIbHBIX IpaB JOCTyNla B
COOTBETCTBUH CO CIYXEOHOM HE0OXOaUMOCThIO. JIocTyn K MepCOHaIbHBIM JTaHHBIM
JOJDKEH IIPENOCTABIAATECA TOJIBKO B TOM Clydae M 00BbeME, €Ciau 3TO Heo0XOauMO
COTPYIHHMKY JIJISl BBIIOJIHEHHUS €T0 JTIOJPKHOCTHBIX 00S3aHHOCTEI.

4.10. Uckmrouenue xoHIuMKTa MHTEpecoB (pazaenenue ¢GyHkuuii). IddexTuBHas
cucTema obecriedeHusi ”HPOPMAIIMOHHOW 0€301aCHOCTH

OpEeanoaraeT 4eTKoe pasfesieHue OOA3aHHOCTEH COTPYAHUKOB M HCKIIOUYEHUE
cUTyalui, Korjna cdepa OTBETCTBEHHOCTH COTPYJHUKOB JOIYCKaeT KOH(MIUKT
uHTepecoB. Cdepbl  NOTEHUMANbHBIX  KOH(DJIMKTOB  JOJDKHBI  BBISIBISATHCA,
MUHUMH3UPOBATHCA, M HAXOAUTCS IMOJ CTPOTUM HE3aBUCUMBIM KOHTPOJIEM.
Peanuzanus 1aHHOrO MPUHLIMIIA MPEANOIaraeT, YTO HU OJIMH COTPYAHHMK HE JOJKEH
MMETh MOJHOMOYMH, MO3BOJSIOMIUX €My €IUHOJUYHO OCYIIECTBIISITh BBIIIOJHEHHE
KpUTHUYHBIX ornepauuil. Hagenenue coTpyAHUKOB MOJTHOMOYUSMHU, TOPOKIAIOIIMMU
KOH(DJIUKT HMHTEPECOB, JAET €My BO3MOXHOCThb IOATACOBBIBaTH HH(OPMAIUIO B
KOPBICTHBIX LEJISIX WM C TEM, YTOObI CKPBITh IPOOJIEMBbI UM TOHECEHHBIE YOBITKH.
Heo0xoaumo mnpoBOAUTH MEPUOAMYECKUE MPOBEPKU OOS3aHHOCTEH, (PYHKUUH H
NEeATEIbHOCTH COTPYIHUKOB, BBIMOJIHSIOMIMX KITFOYEBbIE (DYHKIIUH, C TEM, YTOOBI OHH
HE MMEJIU BO3MOYKHOCTH CKPBIBaTh COBEPILICHHE HENPAaBOMEPHBIX AercTBHid. Kpome
TOr0, HEOOXOIMMO NPUHUMATh CHELHMAIbHBIE MEpbl IO HEIOMYIICHHIO CrOBOpa
MEXAY COTPYAHUKAMHU.

4.11. BzaumoneicTBUE U COTPYAHUYECTBO

[Ipennonaraer cozmaHue OJarompusiTHOM armocdepbl B KoJUIeKTHUBE. B  Takoi
00CTaHOBKE COTPYIHUKH JOJKHBI OCO3HAHHO COOJII0/IaTh YCTAHOBJIEHHBIE MTPaBUIIA U
OKa3bIBaTh  COJACHCTBHE  JEATCIBHOCTH  aJIMHHHUCTPATOPOB  OE30MaCHOCTH
MH(POPMAITMOHHBIX CUCTEM NIEPCOHATBHBIX JIAHHBIX.

BaxabiM  3neMeHTOM  3((PEKTUBHONM cHUCTeMbl OOecredueHHs 0e30MacHOCTH
nepcoHanbHbIX AaHHBIX B FOBY MOuH CO sBasiercst BbicoKasi KylabTypa paOOThI C
uHpopmanueii. PykoBOJACTBO HECEeT OTBETCTBEHHOCTb 3a CTPOroe COOJIIOJICHHE
STUYECKMX  HOPM HM  CTaHIApPTOB  MPO(PECCHOHATBHON  JESTEIbHOCTH,
MOTYEPKHUBAIOIICH W JEMOHCTPUPYIOIIEH MEepCOHaTy Ha BCEX YPOBHSIX Ba)KHOCTD
obecrnieuenus nHpopmaimonHoi 6e3onacHoctu. Bee cotpyanuku FOBY MOuH CO
JIOJDKHBI TIOHMMaTh CBOIO pPOJb B Ipolecce oOecnedeHus HHOOpMAMOHHON
0e30MacHOCTH W TMpUHUMATh ydacTue B 3TOM Impouecce. HecMoTps Ha TO, 4TO
BBICOKAsl KyJIbTypa oOecrieueHusi nHPOPMAIMOHHOW O€30MaCHOCTH HE TapaHTUPYET
aBTOMATUYECKOTO  JIOCTM)KEHHs  LieJiel, ee OTCYTCTBHE co3JaeT  OoJjblie
BO3MOXHOCTEH JJII HapylieHus 0e30MacHOCTU WM HE OOHapyxkeHus (paxToB ee
HapyIIEHUS.

4.12. 'HOKOCTH CUCTEMBI 3AIUTHI

Cucrtema obOecrnieueHuss MHGOPMAIIMOHHON O€30MacHOCTH JOJKHA OBITh CIOCOOHA
pearupoBaTh Ha W3MEHEHUs BHEIIHEW Cpeabl U YCIOBUM OCYLIECTBJIEHUS CBOECU
JNEATENBbHOCTH. B 4ncio Takux u3MEHEHUN BXOIAT:
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- WM3MEHEHHUs OpraHu3alMoOHHOM U mrTaTHOM cTpykTypbl FOBY MOuH CO;

- HN3MCHCHHC CYIICCTBYOIIHUX NN BHCOPCHUC IMPUHOUIINAJIBHO HOBBIX
I/IH(i)OpMaHI/IOHHLIX CHUCTCM,

- HOBBIC TCXHUYCCKHC CPCIACTBA.

CBOMCTBO THOKOCTH CHCTEMBI oOOecmedeHus HWH(POPMAIMOHHON 0€30macHOCTH
n30aBIISIET B TAKUX CUTYaIMsIX OT HEOOXOAMMOCTH MPUHSTHS KapIUHATBHBIX MEP 10
MOJIHOM 3aMEeHe CPEJICTB W METOJAOB 3allUThl HAa HOBBIEC, YTO CHUXKAET €€ OOIIyIo
CTOUMOCTb.

4.13. OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aITUTHI

CyTb npuHIMNA OTKPBITOCTH AJITOPUTMOB U MEXaHM3MOB 3aIUTHI COCTOUT B TOM,
YTO 3alIUTa HE JOJKHA 00ECIeUnBaThCs TOJBKO 33 CUET CEKPETHOCTU CTPYKTYPHOU
OpTraHMU3AINH U aITOPUTMOB (PYHKIIMOHUPOBAHUSA €€ TIOJICUCTEM. 3HAHHUE alTOPUTMOB
paboThl CUCTEMBI 3alTUTHI HE JOJDKHO JaBaTh BO3MOKHOCTH €€ TMPEOAOICHHS (axe
aBTOpam). JTO0, OIHAKO, HE O3HAYaeT, 4YTO HHPOpMaLUs 00 HCIOIb3YEMbIX CUCTEMAX
Y MEXaHU3MaX 3alUThI I0JKHA OBITh OOIIEIOCTYITHA.

4.14. TlpocTroTa NPUMEHEHHUS CPEACTB 3aAIUTHI

MexaHu3Mbl U1 METOJIbl 3aIIUTHI JTOJDKHBI ObITh MHTYUTHUBHO TOHSTHBI U MPOCTHI B
UCI0JIb30BaHuU. [IprMeHeHne CpesiCTB U METOIOB 3aIUTHI HE IOJKHO OBITh CBSI3aHO
CO 3HAHHMEM CHEIHUATbHBIX SA3BIKOB WU C BBIMOJHEHUEM JEHCTBUM, TPEOYIOIIMX
3HAUUTENBHBIX  JIOMOJHUTEIBHBIX  TpyJdo3aTrpaT TOpu  OObIYHOW  pabote
3apErUCTPUPOBAHHBIX MOJb30BATENEH, a TakKkKe He JODKHO TpedoBaTh OT
M0JIb30BATEIIs BBIMIOJIHEHUSI PYTUHHBIX MAJIOMOHSTHBIX €MY OIepaliuii.

4.15. O60CHOBAaHHOCTh u TEXHUYECKas peanu3yeMocThb

NupopmaliioHHble TEXHOJOTMHM, TEXHUYECKHE M TpOrpaMMHBIE CPEJICTBa,
CpEICTBAa U MEpHI 3alIUTHl MEPCOHATBHBIX JaHHBIX JOJDKHBI OBITH pEaTn30BaHbI Ha
COBPEMEHHOM YpPOBHE DPa3BUTHS HAYKH M TEXHHUKH, OOOCHOBAaHBI C TOYKH 3PEHUS
JOCTHKECHHsI 3aJaHHOTO YPOBHS 0€30MacHOCTH HMH(OpPMAIMU W IKOHOMHUYECKOM
11e1€CO00Pa3HOCTH, a TaKXkKe JOJHKHBI COOTBETCTBOBATH YCTAHOBICHHBIM HOpMaM U
TpeOOBAHMSIM MO O€30MACHOCTH MEPCOHANBHBIX JAHHBIX.

4.16. Cnenuanuzanus U npodhecCUOHAIN3M

[Ipenmonaraer mpuBiedYeHHE K Pa3pabOTKe CPEACTB W peai3allid MEp 3alluThl
NEPCOHANBHBIX  JIaHHBIX  CIELUAJIM3UPOBAHHBIX  OpraHu3auui,  Haubosee
NOJATOTOBJIEHHBIX K KOHKPETHOMY BHUAY JI€ATEIBHOCTH 1O  OOECHEYEHUIO
0e3omacHOCTH MH(OPMAIIMOHHBIX PECYPCOB, UMEIOIINX OMbBIT MPAKTHUYECKOU pabOThI
U TOCYJAapCTBEHHYIO JIMIEH3MI0 HAa NPAaBO OKa3aHWs yCIyr B 3TOH 00JacTH.
Peanuzanusi aAMUHUCTPATUBHBIX MEp M 3KCIUTyaTallus CPEICTB 3allUThl JIOJDKHA
OCYIIECTBIIATHCS MPO(ECCHOHATBHO TMOATOTOBICHHBIMHU crielruanuctamu FOBY
MOuH CO (agmuHHCTpaTopamMu 0€30MaCHOCTH HWH(MOPMAIMOHHBIX CHUCTEM
NEPCOHATBHBIX JAHHBIX).
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4.17. OOGsA3aTeNbHOCTb KOHTPOJIS

HpezmonaraeT 0053aTEeNILHOCT H CBOCBPCMCHHOCTDb BBIABJICHUA W IIPCCCUCHUA
IIOIIBITOK HAPYHICHUA YCTAHOBJICHHBLIX IIPAaBHII, oOecrieueHusT 0€30MaCHOCTHU
IICPCOHAJIbHBIX NAHHBIX, Ha OCHOBC HCIIOJIB3YCMBIX CHCTCM u CpCaCTB
3allUThl IICPCOHAJIBHBIX HOAHHBIX, IIPH COBCPIICHCTBOBAHHWHN KPUTCPHUCB U MCTOJOB
OLCHKH 3(1)(1)CKTI/IBHOCTI/I 9THUX CUCTCM U CPCACTB.

KoHTposs 3a neaTebHOCThIO JIF0O0T0 MOIB30BaTEIs, KaKIOI0 CPEICTBA 3AIUTHI U B
OTHOIIICHUH JIFOOOTO OOBEKTa 3alllUThl JIOJDKEH OCYIIECTBISATHCSA Ha OCHOBE
NPUMEHEHHUSI CPEJICTB OINEPATUBHOTO KOHTPOJISI W PETUCTpaAllUM U JIOJKEH
OXBaThIBaTh KAaK HECAHKIMOHUPOBAHHBIC, TaK WU CAHKIIMOHUPOBAHHBIC JIEHUCTBUS
M10JIb30BATEIICH.

Kpome Toro, a¢pdekTrBHas cucrema obecrieueHusi HHGOPMAIIMOHHON 0€301acCHOCTH
TpeOyeT Hanuuusl aJeKBaTHOM U BceoObeMIIOmled HMH(OpMalMM O TEKyIIEM
COCTOSIHUM IIPOLIECCOB, CBSI3aHHBIX C JBMKEHHMEM HH(POpMaLUUd M CBEACHUH O
COOJIIO/ICHUN YCTaHOBJICHHBIX HOPMATUBHBIX TPEOOBAaHUM, a TAKKE JOMOTHUTEIHHON
nH(popManuu, UMEIOLIEH OTHOLIEHUE K MPUHATHIO pelieHnid. NHpopManusa 1omkHa
OBITH HAZC)KHOM, CBOEBPEMEHHOM, TOCTYITHON U MPaBUILHO 0(OPMIICHHOM.

Henocrarku cuctembl obecrnieueHuss MHGOPMAIIMOHHON 0€301aCHOCTH, BBISIBICHHBIC
COTPYIHUKAMU JOJDKHBI HEMEIUIEHHO JOBOAUTBHCS [0 CBEICHUS PYKOBOIUTEIS U
OIIEPAaTUBHO YCTPAHATHCA. BONpPOCHI, KOTOpbIE KaXKYTCSl HE3HAYUTEIIbHBIMHU, KOTIa
OTJEJIBHBIE TMPOLECCHl PACCMATPUBAIOTCS HM30JIMPOBAHHO, IMPU PACCMOTPEHHH HX
HapsiAy € JAPYTAMHU aclleKTaMu MOTYT yKa3aTh Ha OTPUIATEIbHBIC TEHACHIINM,
Ipo3siIlIMe MEepepacTd B KPYIHbIE HEJOCTATKH, €CIM OHU HE OYyAyT CBOEBPEMEHHO
YCTPaHEHBI.

5. MEPbBI, METO/IbI U CPEACTBA OBECIHHEYEHUA TPEBYEMOI'O
YPOBHA 3AIUTHBI UTHO®POPMAILIMOHHBIX PECYPCOB

5.1 Mepsl obecrieueHus nH(OPMAITMOHHON 0€30MacHOCTH.
Bce mepni obecnieuenus: 6e3onacHocty nHdopmaimonasix cucreM FOBY MOuH CO
MOIpa3eIAI0TCs Ha:

- MpaBOBbIC (3aKOHOAATEIBHEIC);

- MOpPAJIbHO-3TUYECKUE;

- TEXHOJIOTUYECKHUE;

- OpraHu3alMOHHBIC (aIMUHUCTPATUBHBIC);
- (usuueckue;

- TEXHUYECKHE (anmapartypHbie 151 IPOrpaMMHBIE).
5.1.1. 3akoHo1aTenbHbIE (ITPABOBBIE) MEPHI 3AILUTHI
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K mpaBoBBIM Mepam 3amuThl OTHOCSITCS ACHCTBYIONINE B CTpaHE 3aKOHBI, YKa3bl U
HOpPMaTHBHBIC aKThI, PETJIAMEHTUPYIONIUE TpaBuia OoOpalleHus ¢ MepCOHATHHBIMU
TAHHBIMH, 3aKPEIUIIONNE TpaBa W OO0S3aHHOCTH YYaCTHUKOB HWH(GOPMAIMOHHBIX
OTHOIIIEHWH B TIpolecce UX OOpabOTKM ©  WCIOJIB30BaHMS, a TakKKe
YCTaHABIMBAIOIINE OTBETCTBEHHOCTH 3a HAPYIIECHUS 3TUX IpaBuil. [IpaBoBbIe MephI
3aIATBl HOCAT B OCHOBHOM YMPEKIAIONNN, NPO(UIAKTUYECKHN XapakTep W
TpeOYIOT  TIOCTOSIHHOW  Pa3bsCHUTEIBHOW  pabOThl ¢  TOJB30BATEISIMU |
00CTyKABAIOIITUM TIEPCOHATIOM HHPOPMAITMOHHOW CHCTEMBI.

5.1.2. MopaJIbHO-dTHYECKUE MEPHI 3aAIIUTHI

K MOpanpHO-3THYECKMM MeEpaM OTHOCATCA HOPMBI IIOBEIEHHs, KOTOpPBIE
TPaIMLIMOHHO CIIOKWINCh WM CKIAJBIBAIOTCA II0 MEpEe PaCIPOCTPAHCHHUS
MH()OPMAIIMOHHBIX TEXHOJOTMH B OOIIECTBE. ODTU HOPMBI OOJIBLIEH YacThIO HE
ABJISIIOTCSA  00S3aTENIbHBIMU, KaK 3aKOHOJATENIbHO YTBEP)KICHHBIE HOPMATHUBHBIE
aKThl, OJHAKO, WX HECOOJIIOJICHHE MOXKET NPHUBECTH K MaJCHUI0O aBTOPHUTETA,
nmpecTrka 4enoBeka, rpynmsl jun wim FOBY MOuH CO B nenom. MopanbHo-
ATUYECKHE HOPMbI OBIBAIOT KaK HEMUCAHbIE, TaK U MHUCAHbIE, TO €CTh O()OPMIICHHBIE B
HEKOTOpbIM CcBOJ (YCTaB) MpPaBWJI WIM NpeAnucaHnuii. MopaabHO-3THUECKUE MEpPHI
3aIUTHl SIBJSIFOTCS MPO(PUIAKTUYECKUMU U TpeOYIOT TMOCTOSIHHOM paboThl IO
CO3JaHMIO 3I0POBOI'0 MOPAJIBHOTIO KIIMMAaTa B KOJIJIEKTHBE.

5.1.3. TexHOMIOTUYECKNE MEPHI 3AIIUTHI

K manHOMy BHIly Mep 3alIMThI OTHOCSTCSI PA3HOrO POJia TEXHOJIOTUYECKUE PEIICHUS
U TpHEMbl, OCHOBAHHbIE HA MCIOJb30BAHUM HEKOTOPBIX BHUIOB H30BITOYHOCTHU
(cTpyKTypHOW, (YHKIHMOHAIBHOM, HMHPOPMALMOHHON, BPEMEHHOM H T.I.) H
HaIlpaBJCHHbIE Ha YMEHBIIEHUE BO3MOKHOCTH COBEPILIECHUS COTPYAHUKAMU OIMIMOOK
Y HapyUIEHUH B paMKax MPeI0CTaBICHHBIX UM MTPaB U MOJIHOMOYHU.

5.1.4. OpraHu3aliOHHbIE (aIMUHHUCTPATUBHBIE) MeEpBbI 3aINTHI
OpranuzaiimoHnple  (aAMHUHHCTPAaTHBHBIE) MEpHI  3aIIUTBI - 3TO  MEpHI
OpPTraHM3AIMOHHOTO XapaKkTepa, PerJaMeHTUPYIOIIKE MPOLEecCh (PYHKIIMOHUPOBAHUS
CUCTEMBbl O00pa0OTKM TEPCOHAIBHBIX JAHHBIX, HCIOIb30BAHUE €€ PEeCypCoB,
NEeSATEIbHOCTh O0CIY>KMBAIOILIETO0 TNEPCOHAala, a TakKe MOPSAIOK B3aMMOJEHCTBHS
MOJIb30BATEJIE C CHUCTEMOW TakuM 00pa3oM, uYTOOBl B HAWOOJBIIEH CTENEHU
3aTPYJHUTh WM UCKIIOYUTH BO3MOXKHOCTH pealM3allii yrpo3 OE30MacHOCTH WU
CHU3UTH pa3Mep MOTeph B CIyyae UX peau3aluu.

5.2. ®opMupoBaHUE TOJIUTUKHA 0€30MaCHOCTH

['maBHas 1e’dh aJIMUHUCTPATUBHBIX Mep - CHOPMHUPOBATH MOJUTHUKY B OOJACTH
oOecrieueHnss O€30MaCHOCTH TEPCOHANBHBIX JIaHHBIX (OTPAKAIONIIYI0 TMOIXOIbI K
3al[UTe TEPCOHANBHBIX JAHHBIX) M O00ECIeYUTh €€ BBIOJHEHUE, BBIACISS
HE0OXO0IMMBbIE PECYPCHI M KOHTPOJIUPYS COCTOSIHUE JIE.

5.3. PernmameHnranus 1octymna B IOMEIIEHUS
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KommoHeHTsl MHQOPMAIMOHHOW CHUCTEMBI JOJKHBI Pa3MEIIaThCsl B MOMEHICHUSX,
HAXOJSALIUXCS TOJ] OXpaHOW WM HaOIIOJIEHUEM, HWCKIIIOYAIOIIMM BO3MOXKHOCTh
OCCKOHTPOJIBPHOTO  TMPOHUKHOBEHUS B  TOMEIIEHUS IOCTOPOHHUX JIUI] U
obOecrieuynBaOIMM  (PU3UUECKYI0 COXPAaHHOCTh HAXOMSIIMXCA B  TIOMEIICHUU
3aIUIaeMbIX pecypcoB (mokymeHToB, APM m T1.m.). YOopka Takux MOMEIICHHMA
JIOJKHA MPOU3BOJUTHCS B MPUCYTCTBUM OTBETCTBEHHOI'O COTPYJHHUKA, 32 KOTOPHIM
3aKpEIJICHbl JaHHbIE KOMIIOHEHTBHI, C COOJIIOACHUEM MeEp, MCKIIOYAIOIIMNX JOCTYM
MMOCTOPOHHUX JIUI] K 3aIAIIAEMbIM HH(GOPMAIIMOHHBIM PeCypcam.

Bo Bpems 00paGOTKM IEpPCOHATLHBIX JIAHHBIX B TaKHWX ITOMEIICHHUSX JOJDKCH
MIPUCYTCTBOBATh TOJILKO IIEPCOHAJ, JOIYIICHHBIH K padoTe C IMEepCOHATLHBIMU
JTaHHBIMU. 3aIperaeTcs MpUeM IOCeTUTENIeH B MTOMEIICHHUAX, KOTJIa OCYIICCTBIIICTCS
00paboTKa MepCcOHATBHBIX JAHHBIX.

ITo oxoHuaHuUM pa6oqero AHs, TIOMCIOCHUSA, B KOTOPBIX Pa3MCIIaOTCsd KOMIIOHCHTHI
I/IH(l)OpMaHHOHHOfI CHUCTCMBI, JOJIDKHBI 3aIllMPATbhC Ha KIIHOY.

B ciiyqae ocHamieHus IOMEIIEHUM CPEICTBAMU OXPAaHHOW CUTHAJIM3ALAU, & TAKKE
ABTOMATU3UPOBAHHOW CHCTEMOW ITPUEMA U PETUCTPALIMM CUTHAIIOB OT 3TUX CPEJICTB,
IIpUEM-C/ladya TAKUX ITIOMEIICHWM II0J OXpaHy OCYIIECTBISACTCS Ha OCHOBAHUH
CHenuaIbHO pa3padaThIBAEMON HHCTPYKLUU.

5.4. PernameHranus JOIyCKa COTPYIHUKOB K HCII0JIb30BaHUIO
MH()OPMAIIMOHHBIX PECYPCOB.

B pamkax paspemuTenbHONW CHUCTEMBI (MATPHIIB) TOCTYIAa YCTAHABIMBAETCA: KTO,
KOMY, KaKyr0 HH()OPMAIUIO U I KAaKOTO BUA JOCTyIa MOXKET MPEIOCTABUTh U TIPU
KaKHX YCIIOBUSIX.

Jlomyck monp3oBareneil Kk paboTe ¢ MH(POPMAIMOHHOM CHCTEMON M JIOCTYN K €€
pecypcaM JIOJDKEH OBITh CTPOTO periiaMeHTHpoBaH. JItoOble M3MEHEHHUs COCTaBa U
IIOJJTHOMOYMHU MOJIb30BaTEIEH MOJCUCTEM JOJDKHBI MPOU3BOJAUTHCS YCTAHOBICHHBIM
MOPSAAKOM.

YPOBGHB MOJTHOMOYMI KaXXIO0ro I10JIb30BaTCJIA OIIPCACIIACTCA MHANBUAYAJIbHO.

O0paboTka NEpPCOHATBHBIX AAHHBIX B KOMIIOHEHTaX HWH(OPMAIIMOHHBIX CHUCTEM
JNOJDKHA TPOU3BOAUTBCA B COOTBETCTBUU C YTBEPKAECHHBIMU TEXHOJIOTHYECKUMU
MHCTPYKIUSAMH.

5.5. Pernamenranus MPOIIECCOB o0cCy>KUBaHUS u OCYUIECTBJICHUS
Mo (UKAIMK anMapaTHBIX U MPOTPAMMHBIX PECypCOB

B memsix mnopmepkanus pexxkuma HHGOPMAIMOHHONW O€30MacCHOCTU  arapaTHO-
nporpaMMHasi KOH(QUTypaiusi aBTOMaTU3UPOBAHHBIX pab0YUX MECT COTPYAHHUKOB, C
KOTOPBIX BO3MOXEH JIOCTYI K pecypcamM HWH()OPMAIMOHHBIX CHCTEM, J0JDKHA
COOTBETCTBOBATh KPYTy BO3JIOKEHHBIX Ha JJAHHBIX IMOJIb30BaTeNe (yHKIIMOHATBHBIX
00s13aHHOCTEH.



16

B kommoneHTax WH(GOPMAIMOHHBIX CHCTEM W Ha PabOuYMX MecTax IOJb30BaTeNeh
JOJDKHBI  YCTAHABIMBATHCS M HCIIOJB30BATHCS  JIMIICH3WOHHBIE TPOTPaMMHBIC
CpeACTBa.

5.6. OOecreueHne W KOHTPOJh (PU3MYECKOM 1ETOCTHOCTU (HEM3MEHHOCTHU
KOH(UTYpAIMN) anapaTHBIX PECypCcoB

5.7. Tlogbop W  mMOArOTOBKA  IMepcoHaja,  oOydeHHWe  IOJIb30BaTeleH
[Tonp3oBaTeny HHPOPMAIIMOHHBIX CHCTEM, a TAK)KE PYKOBOISIINAN

U 00CITY)KMBAIOIIUN TEPCOHAN JODKHBI OBITh O3HAKOMIIEHBI CO CBOMM YpPOBHEM
IIOJJTHOMOYMM, a TakKe OpPraHU3alMOHHO-PACIIOPSAUTEIPHONM, HOPMATHBHOM,
TEXHUYECKOW M KCIUTyaTallMOHHOM IOKyMEHTalueH, onpeaestoneil TpeboBanus u
nopsAIoK 00paboTku nepcoHaabHbix AaHHBIX B KOBY MOuH CO.

5.8. OTBETCTBEHHOCTh 3a HAPYIICHHWS YCTAHOBICHHOTO IIOPSIKA IOJIb30BAHUS
pecypcaMu HHPOPMAITMOHHON CUCTEMBI.

Mepa OTBETCTBEHHOCTH IE€pCOHAA 3a JIEUCTBUS, COBEpPUICHHBIE B HAPYIICHHE
YCTAaHOBJICHHBIX MpaBUJl oOOecredyeHus 0e30macHoM paboThl € MEPCOHAIbHBIMHU
JAHHBIMH, JIOJDKHA ONPENENATbCS HAHECEHHBIM YIIEpOOM, HAJIMYMEM 3JI0I0 YMBbICIIA
U ApYTUMH (aKTOpamMu MO YCMOTPEHHUIO pPYKOBOJCTBA.

5.9. CpenctBa obecnieueHus: 0€30MaCHOCTH MEPCOHABHBIX JAHHBIX.

st obecnieuenus uHpopmanuonHoit 6ezonacHoct FOBY MOuH CO cpenctBa
3alIUTHl JTOJDKHBI TPUMEHATHCS KO BCEM pecypcamM HH(POPMAIMOHHBIX CHCTEM,
HE3aBHUCUMO OT WX BUAA B (POPMBI MpeCTaBICHUS HHGOPMAITIH B HUX.

5.9.1. ®usnveckue cpecTBa 3alUThI

dur3nyecKre MepHI 3alUThl OCHOBAaHbI HA IPUMEHEHUH PA3HOI0 POJIa MEXaHUUYECKHUX,
JJIEKTPOHHBIX WJIM  BJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U  COOPYKEHUU,
CHEeNUaIbHO TMPETHA3HAYEHHBIX [IJIl CO3JaHusi (PU3MYECKUX TPEmsITCTBUN Ha
BO3MOXHBIX MYTSX MPOHMKHOBEHUS U JOCTyNa MOTEHUHAIbHBIX HAPYLIUTENIEH K
KOMIIOHEHTaM CHUCTEMbl M 3allMIIAEMbIM II€PCOHAIBHBIM JaHHBIM, a TaKXe
TEXHUYECKUX CPEJICTB BU3YaTLHOTO HAOIOACHHUS, CBS3U U OXPAHHON CUTHAIM3AIIHH.

st obOecrieuenuss (pu3nyueckord OE30MaCHOCTH KOMIIOHEHTOB WH(OPMAIMOHHOM
CUCTEMBI HEOOXOJIMMO OCYIIECTBISATh PSAJ OPTaHU3AIMOHHBIX M TEXHHYECKHX
MEPOTPUATHMA, BKJIIOYAIONINX MPOBEPKY OOOpPYMOBaHMS, MPEIHAZHAYCHHOTO JIs
00paboTKM MepCOHATBHBIX JAHHBIX, HA:

- HaJIMYKUC CIICHHUAJIbHO BHCAPCHHLBIX 3aKJIaIHBIX YCTpOﬁCTB;

- BBCACHHUC OOITOJIHHUTCIIBHBIX OFpaHI/I‘ICHI/Iﬁ o a0CTymy B IIOMCHICHHA,
MMPECAHA3HAYCHHBIC JIA XpPaHCHUA U 06pa6OTKI/I MNEPpCOHAIBHBIX JAHHBIX]

- o0opynoBaHue cHCTEM HWH(POpMATH3alMK YCTPOMCTBAMM 3allUThl OT cOOEB
AJICKTPOIUTAHUS U TTIOMEX B JIMHUSX CBS3H.
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5.9.2. TexHuyeckue CpeIcTBa 3alUThI

Texnudyeckue  (ammapaTHO-TIpOTpaMMHBIC)  MEpbl  3allWTHl  OCHOBaHBI  Ha
MCTIONB30BAaHUH PA3JIMYHBIX JIEKTPOHHBIX YCTPONCTB M CHEIHAIBHBIX MPOTPaMM U
BBITIOJTHSIONIMX (CaMOCTOSITEIbHO WM B KOMIUIGKCE C JPYTUMH CPEIACTBAMH)
GyHKIMM  3amUTHl  (MACHTU(UKAIMIO W ayTeHTU(QUKALUIO  TOJIh30BaTEIICH,
pasrpaHUYeHHE JOCTYIa K pecypcaM, PETUCTPAIMIO COOBITHA, KPUMTOTpadUIecKoe
3aKphITHE HHPOPMALIMH U T.]1.).

C yuerom Bcex TpeOOBaHMM U TNPUHIMIOB obOecreueHus O0e30MacHOCTU
NEPCOHANLHBIX JAHHBIX [0 BCEM HAMPABICHUSAM 3aIlIUTHI B COCTAB CUCTEMbI 3aIUTHI
JIOJIKHBI OBITH BKIIFOUEHBI CIIEYIOIINE CPECTBA:

- CPpCACTBA Pa3rpaHUdYCHUA JOCTYIIA K JaHHBIM,

- CpEeACTBa PErucTpalMM AOCTyla K KOMIIOHEHTaM HWH(OPMAIMOHHBIX CHUCTEM
Y KOHTPOJIS 32 UCTIOJIb30BaHUEM HH(POpPMaLIUK;

- CpencTBa  pearupoBaHMS HA HapymieHUs pexuMa UHOOPMAITMOHHOU
0€30IacHOCTH.

Ha TexHuyeckne cpeicTBa 3alllMTHl BO3JIAracTCsl PEIICHUE CIICIYIOIIMX OCHOBHBIX
3a1a4:

- I/II[CHTI/I(l)I/IKaI_II/IH )51 aYTeHTI/I(i)I/IKa]_II/IH MOJIb30BaTEeIICH IIpyu IIoOMOIIKM MMCH HJIA
CIICHHAJIbHBIX allllapaTHBIX CPCIACTB,

- perJaMeHTaluusT U YOpPaBJICHWE JOCTYIIOM IIOJIb30BATENEH B IIOMELICHHUS, K
(U3HUECKUM U JIOTHYECKUM YCTPOMCTBAM;

- 3allATa OT IIPOHUKHOBEHUS KOMIBIOTEPHBIX BHPYCOB U Pa3pyLIMTEIBLHOIO
BO3JIEVICTBUS BPEAOHOCHBIX IIPOTrPaMM;

- perucrpanMs BCEX JEUCTBHM IOJb30BaTENsl B  3AIIMILICHHOM  JKypHale,
HaJINYME HECKOJIbKUX YPOBHEN PETUCTPALINH;

- 3amuTa JAHHBIX CHUCTEMBl 3alIMThl Ha (ailloBOM cepBepe OT J0CTyma
MOJIb30BATENE, B UbM JIOJDKHOCTHBIE OOS3aHHOCTH HE BXOAMT pabota ¢
uH(popMaIm,

HaXoJsIIeHCS Ha HEM.

5.9.3. Cpencra  uaeHTUDUKALIMK | ayTeHTU(UKAUK  TOJIb30BaTeIeH
B ILIENAX MpeAoTBpalleHuss paboThl ¢ pecypcamMu WHOOPMAIIMOHHOW CHUCTEMBI
IOBY MOwuH CO mnocTopoHHUX JHIl HEO0OXOJUMO OO0ECIEeUUTh BO3MOXKHOCTD
pacrio3HaBaHMs KaKJIOTO JIETAJbHOTO TOJIb30BaTelsa (WM TPYIMN TOJIb30BaTeNIeH).
Jlns  uaeHTUUKAIIMK MOTYT TIPUMEHSTBCS Pa3IMYHOrO pPoJia  YCTPOMCTBA:
MarHuTHbBIE KapPTOUYKH, KITFOUH, KIIFOUEBbIE BCTABKU, TUCKETHI U T.I1.

AyteHtudukaius (MOATBEPKIACHUE TMOIMHHOCTH) TOJIb30BaTENIed TaKXKE MOXKET
OCYILIECTBIISATHCS:
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- [yTeM TMPOBEPKM HAJUYMS Yy TMOJb30BaTeNed Kakux-au0o CrelnuagibHbIX
YCTPOUCTB (MAarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.].);

- IIyTeM IPOBEPKH 3HAHUS MUMHU MaPOJICH;

- TyTeM NpPOBEPKHM YHUKAIBHBIX (U3UUYECKUX XapaKTEPUCTUK U IMapaMEeTPOB
CaMUX MOJIb30BaTENIEH IPU MOMOIIH CHEUAIbHBIX OMOMETPUUYECKUX YCTPOUCTB.

5.9.4. CpenctBa pa3rpaHudeHHs JOCTyMa

30HBI OTBETCTBEHHOCTH U 3aJa4 KOHKPCTHBIX TCXHHYCCKUX CPCACTB 3allHUThI
YCTaHABJIMNBAKOTCA nucxoas u3 ux BO3MOKHOCTEH u 9KCINTyaTallUOHHBIX
XapaKTCPUCTUK, OIMMCAHHBIX B JOKYMCHTALIUU HA JAHHBIC CPCACTBA.

TexHuueckue CpCACTBA pasrpaHUYCHUA OOCTYIIAa AOJIKHBI IIO BO3MOZKHOCTH OBITH
COCTaBHOM 4aCThIO GHHHOﬁ CUCTCMbI KOHTPOJIAA AOCTYIIA:

- Ha KOHTPOJUPYEMYIO TEPPUTOPUIO;
- B OTJEJIbHBIC TOMEIICHUS,

- K KOMITOHEHTaM UH(}OPMATMOHHOU Cpelbl U AJIEMEHTaM
CUCTEMBI 3aIUThl IEPCOHABHBIX JaHHBIX ((PU3UUECKUI AOCTYN);

- K UH(OpMalUMOHHBIM pecypcaM (AOKyMEHTaM, HOCHUTENSIM HH(POPMALIHH,
(aiinam, Habopam JTaHHBIX, apXUBaM, CIIpaBKaM U T.J.);

- K aKTUBHBIM pecypcaM (IIPUKJIaAHBIM ITporpaMMam, 3aadam | T.11.);

- K ONEpalMOHHOM CHCTE€ME, CHCTEMHBIM [pOorpaMmMaM U IporpaMMam
3aLUTHI.

5.9.5. CpenctBa obecniedeHUS M KOHTPOJIS IICIIOCTHOCTH

CpencrtBa oOecniedeHHs LEJINOCTHOCTH BKJIIOYAIOT B CBOM COCTaB  CpelCTBa
PE3EPBHOTO  KONMPOBAHUSA, MPOrpaMMbl AHTUBUPYCHOW 3alUTHI, IPOTPaMMBbI
BOCCTAHOBJIEHHS LIEJIOCTHOCTH ONEPALMOHHOM cpeabl U 0a3 JaHHBIX.

CpencTtBa  KOHTpOJII — LIEIOCTHOCTH ~ MH(POPMALMOHHBIX  PECYpPCOB  CHCTEMBI
npelHa3HaYeHbl JJI1 CBOEBPEMEHHOTO OOHAPYKEHUS MOAU(MUKALIMKN UK UCKAXKEHUS
pecypcoB cucteMbl. OHM MO3BOJISIIOT 00€CTIeYUTh MPaBUIBHOCTh (PYHKIIMOHUPOBAHMS
CUCTEMBbI 3alUThl U IEJIOCTHOCTh XpaHUMOM U oOpabaTbiBaeMol HHGOpPMALIHH.
KoHTposb 1enoctHocTH MH(OpPMAMU U CPENICTB 3aILUTHI, C LEIbI0 00ecreueHus
HEU3MEHHOCTH HH(POPMALMOHHON  Cpelbl, OMNpeaenseMor MpeayCMOTPEHHOU
TEXHOJIOTHEH 0O0pabOTKH, W 3alluThl OT HECAHKIIMOHUPOBAHHON MOIU(DHUKAIINH
MEPCOHANBHBIX JaHHBIX JOJDKEH 00eCTIeunBaThCS:

- CpeICTBaMM pa3rpaHUYEHUsi JOCTyna (B TMOMEIIeHHUs, K JOKYMEHTaM, K
HOCHUTEIIIM UHPOpMaLIUH, K cepBepaMm, JIOTHYECKUM yCTPOMCTBAM U T.11.);

- CpeICTBaMHU JIEKTPOHHOW MOIITUCH;
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- cpencTBaMM  TOJCYETa  KOHTPOJNBHBIX  CyMM  (IUIS  HCIIOJIb3YEeMOTO
IIPOTrPaMMHOTO 00ECTICUCHUS ).

5.9.6. CpenctBa  omepaTHUBHOTO  KOHTPOJSL M PErUCTpalldd  COOBITUH
0€30MacHOCTH.

CpenctBa OOBEKTMBHOIO KOHTPOJS JOJDKHBI OO€creuuMBaTh OOHApyXeHUE U
pEerucTpaiuyio BceX COObITUH (JeiicTBUM mMosk3oBaTenel, nonbsiTok HCJ u T.11.),

KOTOpBIE MOTYT IOBJ€Yb 3a COOOM HapylieHne O€30MacHOCTH W TPUBECTU K
BO3HMKHOBEHUIO  KPHU3UCHBIX CHUTyalud. AHanu3 coOpaHHOH cpeacTBaMu
perucTpanuy HHPOpPMAIH TO3BOJISET BBIIBUTH (PaKThl COBEPIICHUS HAPYIICHUH, UX
XapakTep, Mo/IcKa3aTh METOJ €r0 pacciel0OBaHUs U CIOCOObI MOMCKA HAPYIIUTENS U
ucnpasieHuss curyauuu. CpexncrBa  KOHTPOJIE M PErMCTPAllMM  JOJDKHBI
IIPEAOCTABIATH BO3MOXKHOCTH:

- BEJCGHHMS MW AaHaluu3a JKypHAJIOB pErucTpaluyd COOBITUH  0€30MacHOCTH
(CUCTEMHBIX KYpPHAJIOB);

- [OJy4YeHUs TBepAOM Komuu (Me4aTH) >KypHaJIa pPErucTpauud  COOBITUIA
0e30I1aCHOCTH;

- YIOPAJOYEHUS KXYyPHAJIOB, & TAK)KE€ YCTAHOBJICHHsS OIPAaHUYEHUM HA CPOK MX
XpaHEHNs;

- OTIEPAaTUBHOIO OIMOBEIIECHUS aJMHUHHUCTpAaTOpa 0€30MacHOCTH O HapYLICHUSX.
[Ipu peructparu coObITHII 0€30MTaCHOCTH B )KypHAJIE TOJDKHA (DUKCUPOBATHCS

cienyrorias nHpopMarus:

- JaTa v Bpems COObITHUS;

- uJIeHTUPUKATOp CYOBEKTa, OCYIIECTRISIONIETO PETUCTPUPYEMOE JEHCTBHE;
- J;elcTBuE (TUN AOCTYIIA).

5.10. KonTpoib 3pheKTUBHOCTH CHCTEMBI 3aITUTHI

KonTtposb 3h(}HEeKTUBHOCTH 3alIUThl MEPCOHATBHBIX JAHHBIX OCYIIECTBISIETCS C
LEJIbI0 CBOCBPEMEHHOTO BBISBICHUS W NPEAOTBPALLICHUS YTEUKH IEPCOHAIBHBIX
JAHHBIX 32 CYET HECAaHKUMOHHPOBAHHOIO JOCTYyNa, a TAKXKE MPEaylpeKICHUs
BO3MOXHBIX CIEUUAIBHBIX BO3JCHUCTBUM, HANPAaBICHHbIX HA YHHUUYTOXKECHUE
MEPCOHANILHBIX JaHHBIX, pa3pylieHue cpeacts uHbopmaruzanuu. KoHTposrs MOXeT
MPOBOJIUTHCA MPUBIIEKAEMBIMH JUISl 3TOW UEIA OPraHu3alUsMH, HMEIOIUMU
JILIEH3UIO Ha 3TOT BUJI IESITEIbHOCTH.

Onenka 3((PEKTUBHOCTH Mep 3alUThl TMEPCOHATBHBIX JaHHBIX TMPOBOAMUTCS C
WCHOJIb30BAHUEM TEXHUYECKUX U IMPOrPAMMHBIX CpPEICTB KOHTPOJIA Ha MHPEAMET
COOTBETCTBHS YCTAHOBJIEHHBIM TPEOOBAHUSIM.



